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Theme of the report: International collection of personal data 
Summary: 
The Special Rapporteur on privacy (SRP) (Ana Brian Nougrères) analyses the international collection of personal data (RIDP) with a view to highlighting the challenges it poses globally and adopting measures to prevent impunity on the internet regarding the processing of personal data. This report complements the expert’s 2024 GA report (A/79/173) which proposed to update GA Resolution 45/95 entitled "Guiding principles for the regulation of computerized personal data files."
[bookmark: _Toc216942830][bookmark: _Toc193667870][bookmark: _Toc216942831][bookmark: _Toc216942832][bookmark: _Toc216942834][bookmark: _Toc216942835][bookmark: _Toc216942836]The SRP reviews and analyzes the current practice of international collection of personal data and studies some country examples to highlight her concern that the rules on international data transfer do not cover international collection of personal data and thus put individuals right to privacy at risk. The report also provides an overview of UN recommendations on international collection of personal data and the use of cookies as a technological tool through which international personal data is collected and shared. The report notes the extraterritorial application of laws as an alternative to address the challenges of international collection of personal data and the absence of an international treaty and lack of regulation at the State level.  While there is a lack of general regulation on personal data processing in all countries around the world there exists some regional regulations that have territorial and extraterritorial scope of application.
The guidelines governing international data transfers are not applicable to international data collection because in international personal data collection, there is no data sender that can be controlled by the local authorities of the country of origin of the data. The challenge in international data collection is that billions of people with internet access who, from anywhere in the world, collect data from other people located in countries other than that of the collector.  
The global technological context has changed dramatically since the need to protect individuals' rights against the improper processing of their personal data first arose. The Internet has unleashed a host of challenges to the law, including those relating to the international collection of personal data. International collection of personal data has not been defined as a legal phenomenon in international documents and lacks a comprehensive and legally binding regime to protect the rights of individuals who may be subject to a violation. The international collection of personal data presents challenges that require coordinated responses at the national and international level. 

Building on the recommendations in A/79/173, the SRP urge States to:
1. Draft an international treaty, legally binding on all States that comprehensively addresses the challenges posed by the international collection of personal data to the protection of individuals' rights.
2. Modify the scope of application of general and local regulations on personal data processing so that they also cover extraterritorial situations such as the international collection of personal data.

Suggested points of engagement for States during the interactive dialogue:
· How can States ensure the protection of vulnerable groups, particularly children, when their data is collected by entities with no physical presence or legal representation in the country?
· What are the primary obstacles to moving from regional data protection frameworks toward a comprehensive, legally binding international treaty?
· Given that "international collection" lacks a standardized legal definition, how should the international community define this phenomenon to ensure consistency.


